Crypto-Book:
Secure Facebook messaging



The Problem

Facebook store everything indefinitely
— Messages, photos, wall posts etc.
— Facebook software reads messages to display ads

If someone hacks your account, they can
access all your private chats

Facebook may hand over message transcripts
to the government

If you forget to log out of Facebook on public
or shared computer, other people can read
everything



Existing solutions

 Symmetrically encrypt using another tool eg

encipher.it then send encrypted message over
Facebook

— Requires user to decide on a different password
for every friend in advance

* Encrypt-Facebook Chrome plugin

— Allows you to encrypt messages before you post
them to a group

— Symmetric key for encryption/decryption must be
shared in advance

— Only for Chrome — no other browser support



Existing solutions

* Abine Encrypt

— Allows you to encrypt messages using transient
keypair

— Messages are lost when you close the browser

— Other user has to be online at the same time to
send them encrypted messages



Public/private key encryption

Asymmetric encryption

| can send you an encrypted message even if |
haven’t set up my own keypair yet

Secure

But used be few users due to complexities



Public/private key encryption

Difficult to use
Not easy to generate key

— Have to use command line tools
— No easy way to generate on Windows

Difficult to distribute
— Have to submit to keyserver

Difficult to look up others’ public keys

Difficult to use keys to do encryption and
decryption



Key lookup not user friendly

Search results for '0x815eb3dd5d54a300'

Type bits/keyID cr. time exp time key expir

pub 1024D/5D54A300 2002-10-13

uid Jeff Snyder <ejs50@srcf.ucam.org>

sig sig3 EDE42300 2002-10-13 [selfsig]

sig sig3 EDE42300 2002-10-13 [selfsig]

sig sig3 5D54A300 2002-10-13 [selfsig]

sig sig SBEE&FBYS 2002-10-13 Matthew James Johnson <mij2%B8cam.ac.uk>

sig sig DSCEBSCC 2002-10-19 Edward Rllcutt <emal%@cam.ac.uk>

sig sig 2BE16D01 2002-10-24 Moray Allan <moray@sermisy.org>

=ig =ig S5De23D5D 2002-10-28 James Coupe <james@obeah.demon.co.uk>

2ig =ig 99C7DC23 2002-11-14 Peter Clay {(ex-pjc50) <petefflacline.org.uk>
2ig =ig3 EDSEEB93E 2003-02-16 Matthew Garrett <mjg59@srcf.ucam.org>

=2ig =ig3 DE206137 2003-02-16 Hanna Wallach <hannalpotatothelizard.com>

sig sig3 D21BE6l7 2003-02-22 01lly Madge <oghm2@cam.ac.uk>

sig sig2 ESADEZED 2003-02-27 Matthew Byng-Maddick (Work Hey) <mbm@thebunker.n:
sig sig2 D9CI1EB11 2003-02-27 Matthew Byng-Maddick <mbm@cclondot.nets>

sig sig3 ZECOB&6S 2003-06-14 Nathan Dimmock <ned2l@srcf.ucam.orgs>

=2ig =ig L5E30ECTE 2003-06-14 Simon McVittie (pseudorandom.co.uk) <smcv@pseudol
2ig =ig3 E4E8EE9F4 2003-0&6-14 Sean Furey <sf3088cam.ac.uk>

2ig =ig3 C3RA03466 2003-06-14 David Cottingham <dnc25@cam.ac.uk>

sig sig T23272CD 2003-06-15 Edward Zllcutt <edwardfallcutt.me.uk>

sig sig3  154B9323 2003-06-15 Pnil Cowans <pjcSl@cam.ac.uk>

sig sigz2 10FR4CD1 2003-07-12 Colin Watson <cjwatson@flatline.org.uk>

sig sig3 DED45912 2003-08-16 Paul Martin <pm@dekian.orgs>

sig sig S1BAESQCE 2003-08B-17 Clive Jones <clivef@nsict.org>

2ig =ig RE437DES 2003-08-17 Clive Jones <clivefnsict.org>

2ig =ig3 EB4ADETEC 2003-08-17 Scott James Remnant <scott@netsplit.com>

2ig =ig3 EB4LDETEC 2003-08-17 Scott James Remmant <scott@netsplit.com>

sig sig3 2FDERT3BE 2003-08-17 Matthew Rowen <marSl@cam.ac.uk>

sig sig3  3651D1VA 2003-08-17 Robert Hendrick <rjek@riek.cons

sig sig2 T7eBER43D 2003-08-18 Stephen Stafford <sstalipol.ac.uk>

sig sig3 20687895 2003-08-18 Daniel Silverstone (DOB: 1%980-04-09) <dsilvers@Ed:
=sig sig2 BT7DEREQOF 2003-08-19 Chris Boyle <cmbfdebian.org>

2ig =ig BCIDSEQOE 2003-08-21 Clive Jones (DH/DSS5) <clivefdgw.co.uk>

2ig =ig S590DBOES 2003-08-21 Clive Jones (RE2Z) «<Clive.Jones@meridian.co.uk>
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Keys are confusing to most users

Public Key Server -- Get "'0xa657661d5be86fb9 '

Version: S5K5 1.1.0

mQGiBDVvT zIWREADhCKWOrGIAm/ pe3TVA3ZSh524WSLr5U4+L2r6UF3herSgldyiILICeTGE6g+
aD3UtZpF TrkaGHwnLOwNnE ZWCHZVYFrj JsEwOESW+pTO4 I ZTVy Y st L7CWmOFhWFoMaplcIcwe
H+2Fy+FGnT9al+VmyUQLze 2 JQHUPuUNyge PFL1fURZQC,/ 0SrvWyVEeoJzV0+US8KQAYRZzZAKE
ALcRQVZEMay0ECbhitiZ2+UISXE6XkKAQhG1h/ErJbEdi TYEDKLCO9ugl lvkxENSyHOn9FohdyP
3k2/+hUVAAHIUTEXELQ3LrescLEFGOmM1Pyvpesnc ZocQEQ+hBeTASREjpz ZngcWUXEGDECKzas
dFyRAgcBgghkTiSTTM3 TwSdLNoMIBADG LoucczfR/ ShlvdGHoLEaRE6QYVASMHWw 1 xmx X fEDGg
Myrg+LBJCEI+COMFMagmS PYdSXE+X1QAYTatf FhNThdpWILXknJapQZ FVGnSabhs JBSWSNaj 5Y

ge6dufhluhSYHvegb+tQSCnUP/ xQkfNEX1zpRL1tS+wpl TxNPAQRY spPeQi TWFO0dGhl1dyEK
b2huc?9ulDxtanoyOUBkZNIJpYW4ub3 InFohGEEARAGAGRYJHErNaARoJERQE SgO0SmVvLEgh
nB0G5+U4gvkglaal z¥DgYYLDWI 2ZEAKCHMTwOSpacDtnUQHsi r90SHySE1 YRGEBARRGAGEBQIH
brHaAloJEBQE SgC0SnVvEeTRAN ) gHvEWeCdnCPgDayggFolMxoGMQA TN Y2 Be Y+ EYehCU0LaY
XsWvaPWt+IhGEBARAGAGEQIIsaK 1At o EMGE+5 8udsQCce0An3fT1GL PVpXveKErCj SLHKFS
glpRAIJWLEg8eIIQIiiwwCrivSnMzVHijdYhGEBARAGRAGRQII a1 ARG JEMGE+58uRSQC1r0R
oLf1EKCMRGEiz/HrelL7GY Tkj c23AKDEuN1Q/ henRE4yJR2ZHGESSRTpRy YhGEEARAGAGEQIT
snolDARoJEI9] ] SYEMEXONTYANZpMaY04mUsNCE3Fc/ rvusT/ TUcuAKCTWYE ZRWCQBEBubpCa
TDPEcag9zYhGEEARAGAGEQITIsnoDARGJIETI S ] SYEMEXCAFWwASH TuPBHICLEWn, r2dPkbeRTE
rhEFAJ4z50hp 9uFLIm3o3 7 fXZA4ENBEMoThGEEARAGAGRQII LY SrARoJEPeyWweGERE3TFo4R
nZBeTECTVHpv]0v5cEl4ekepQNHNAT4tgYeCRUSVEGVVEEdpOLVEvSFO24hGEEBARAQRGEQII
t¥5rAkoJEPeyweGzRb3THHEANI VimjRyOkEb4RA1320W2tEB1Si5AJ9V/ 7T3PHP1IIZ71U+ThR
S8rPCMIWgInGEBARAQAGEBQIIvvEgRARoJEKCHTfaj48CLP4ARALTI P 2une83yvLCfHaagdraegCT
BT yAKCm/ JixME TWgNUCHoVkegQoYufzsYhGEEARAGAGEQIIvVEQAROJEKCHT£aj48CLUZ0A
nRR1DlawyTuFjag3bl0zxgGS+JHe AKCKEUFubU4EWIBOM2 YQHe Fb6zgeX4hGEBARAGAGEQIT
alNHyARoJEIE3 fkgHal.HSHxwANOCENXscEO 31RwVavlwo 2ETkfUISAJ404vypvDSIE5cLAOYY
8fgékjaTachGEBARAGAGEQJJaNHyARCJEIE3fkgHalHSTFWAN1TOJhE2 +/ WKHIennTMTG1KL
HMuDAJOeQfZ/W+tf+91g0hg0SNbGupInxIhGBEIRAGAGEQJIIDA3IXARGJEFkNPMIVHOX2Z QmiR
oEPcBWEFWHQKartP4BxeX T +myVEadKDHICAdKkTgRASGDeFGE 9YRoJkuf IMEYhGEEMRAQRGEQIT
tuVvARoJEB2ZHEU1zZHz/ gDORCLEpSPvOjrP1IzED1NoilU/ AXmHEMAKCbt4WZgeMPOAS Z2X4d]
0=dT1GZbgohGEBMRAGAGEQII tuVvARJEB2ZHSULZzZHzZ / g/ MAcITit L1s8UtASGeJKZCRFIsV
S52xUAKCvHFIzSnlx/ggeijJLypi+30J224hgBEMRAGAGEQIHVRIUARSsDEgsJCRcDAGQVAgGD
BEYCAWECHgECF4ARCogkQpldmHVvobTk+gACdEr fFaoxLd+TpJERE61kxgrTtISbIRoIARNgLH
mEFi214m/ugCE81UeVGWiQIcEBABAGAGEQIIuCOSALR0JEFeTDasLhrBnCIMQAKIKcXrHel 0M
+Ua4ZJZ 1 Hixcv3ywadxplbTTE s ynOuQc2Gwoln 9FVEbVOewt t /397 2hnMukL.Vu35pV4 yaDCoo
CogezWx5cEYUCASQGgYIHNQZ2u0dFsdHcegPVErelmieLCS1 kpc4 9hmGePZBERECsml SBs 6MGg
00U kv3ghXPpOCoRvEkgVLRFSrp¥mrCAdE JWXBIEeANF ingtXA1KT1 P JogiMEdFQOuDt JoBL
mpZapR0cvdiWIS+X1G59eZELnpRIi09N1Fg]glwRQuxDBofolpTw2 1FcLvnlCWOsRDoX3ZiW

oo o o



Windows market share

* Need an easy way to do it on Windows
— 84% market share

Desktop Operating System statistics on Net Applications

Windows 7 44 48%

05 X - 7 08%
Windows Visia - 5 24%,
Windows & [] 2 25%
Linux 1.21%
Other | 0.229%



To make encryption easy

Easy way to generate key
Easy way to publish key
Easy way to find friends’ keys

Easy way to use friends’ keys to send them
encrypted messages



My solution: Crypto-Book

* Allows you to easily create and share your
public key

— One click key generation

* Simple interface to send friends encrypted
messages through Facebook

* Fully integrated decrypter app allows you to
read encrypted messages

— Cross platform: Windows, Mac/Linux
— One click install on Windows



System overview

Generates keypair and
sends to user

User Crypto-Book

Give me a keypair

List of friends
Facebook login

User Crypto-Book Facebook

Logs user into Facebook

Recipient’s public key
Recipient

User Crypto-Book Facebook

Message

Look up recipient’s profile



System overview

Message Encrypted message

User Crypto-Book Facebook

Encrypted message
sent as Facebook
message to recipient

Encrypted message Decrypted message

Desktop Recipient
decrypter

app

Facebook



Design choices

* Key generation
— Chose to generate server side to improve usability

— Cannot read messages unless have access to your
Facebook

— Also have a desktop key generator
* Key publication uses URL shortener

— Improves usability
— Could use full form URL but more confusing



Design choices

* Sending messages
— Trust Crypto-book as has access to plaintext
— Nothing is stored
— Chose this option as makes system more usable

— Goals are:

avoid Facebook’s indefinite logging,

hide message histories from hackers and Facebook software,
don’t let government get access to message histories,

if you forget to log out of public machine others don’t have
access

— Focus on top notch usability with best effort security

* Top notch security with best effort usability with has failed
to be taken up by users



Design choices

* Sending messages

— Originally encrypted messages offline however
requires another app

— Cannot directly message Facebook friend from
desktop app, cannot post to their wall, have to post to
own wall and cannot tag people, cannot log into
Facebook without web browser access

* Decryption

— Desktop app — prevents Facebook getting access to
your private key

— Decrypt on Facebook would compromise security by
giving Facebook access to your encrypted messages



My solution: Crypto-Book

Crypto-Book

Welcome to Crypto-Book!

Send secure Facebook messages without Mark Zuckerberg snooping on you

Send a message »

Set me up

In three easy steps your friends will be able to message
you through Crypto-Book.

Let's do it! »

Questions? *
© Jay Man Industries 2013. Represent. Click here to chat with us!

[E )

& Online - Click here to chat




Public Key Server - Get ""0xa657661d5be86fb9 '

Version: 5KS 1.1.0

m{(GiBDvTz IWRBADhtCkWOrGIAm/pe 3TVA35hS24WSLrSU+L2r6UF3htxSgIdyiILZCsTGEg+
aD3UtZpF7 rkaGHWnLOWHnE ZHCH2ZVYFr] JSEW0SW+pT04IZTVyYst L7CHmIFhHPoMapNclowe
H+2Fy+FGnT%9al+VmyUQLze2 JQHuPuNyge PFL1fURZQC/ 05 rviyVXeadzV0+U5 8KQAyRzdkE
ALcRQVZEMay0EObhiti2+UISXE6GXKAQNG1h/ErJbEdi T¥BDKL0%ugllvkxENSyHOnSFoh4yP
3k2/+A3UVdAHMUTEXELQ3Lr scLfFGIMM1 Pypant ZocQfQ+hBeTASRIpzZngcHUxBEDECK zas
dFyYRAQCEgQRkTiSTIHM3 TwSdLNoMSBADQLoucczER/ 9hlvdGNoLEaRE6QYVAIMHwL xmxX £ DGg
Myxg+LEJCKI+COMFMamSEYASRE+X1QhyUat EEnWThdpWLYknJapQZFVGnSAbbaiESWE N0 5Y
+866dufnluhSYWvegb+tR5CmMUP/ xQkfNEX1zpRL1t5+wpl TxNPAQRY sSpPERi THEFOdGh1dyEK
b2Zhuc2 9ul DxtamoyOUBKZWIpYW4ub3InPohGBEARAGAGEQJEb rNaARo JEEQE3gO0SnVVLEGA
nA0GS+U4qvkaQaa]zYDgYYLDWIZEAKCHMTwWQSpacDenlUQHs1ir 909Hg 9E1 YnGBEARAGAGBQIE
brNaflolEBQE3g005mVvETQAN] gHvEWeCdnCPaDayaeFolMxoGMQATINYaBe Y +KYehCTOLAY
XsWvaPWc+InGBBARAGAGEQITSaK1ARoJEMGK+58uA5QCcE60AN3fT1GCFVpXveKfrC) SLHKFS
QlpRETWLEgR6IIQTLivwwCriviSnMzVHS dYnGEEARAGAGBQIIsaK1 ALoJEMGE+58uRSQC1r0R
oLE1EKCMREKIz/Hr61LTGYTkic2 3AKDEUNL0/ henRE4y JRZHCKSSRTpRyYhCEEARAGRACEQIT
snoDAA0JEIS] ] SYEMEXONT ¥An2pMaYO4mUsNCKX3Fe/ rvusT/ TUcuRKCTHYEZRWCQBESuspCa
TDP8caqlz YnGEBARAQAGEQJIIsnoDAROJEI 93] 5YbMEXOdFwAoNTuPBH1CLEWN/ rRdPkbcRTt
ThEKAJ4z5QhpIuFLlm3037 £XZA4ENBEMo InGBBARAGAGBQI It YSrAkoJEPe ywoGzRbITFC4R
n2B6TECTVHpv] 0vScEl4ekepQNHNAT4tgYeCRUSVLGVYEEdpOEVEVSFO2 4nGEBARAGAGEQIT
TYSrAAoJEPeywCeGZREITHHEANIVimjRyCk8b4RA1320W2tbBl515AT9V/ T3PHPLIZ71U+ThR
S8rPCHIWgThGEBARAQACEQITvvEghRoJERCHT fa] 48CLP4RR0IPY 2uced 3yLCfHaaqdxeaCT
RmTyAKCm/ j ixMETHGNUGHgVkeqRoYufzs YnGEEARAGAGBQIIvvEQARJEKCHT faj 48CLUZ0A
nRE1D1awy7uFjas3bl0zxqG5+INeAKCRKUFubU4BHIBOM2 YQHeFb6zq6X 4hGEEARAGAGEQIT
aNHyAAoJEIE3fkqHaLHSHxwANOC5NXscKO31RWVqviwo2ETkfUI5AJ404vypvDSIEScLAOYY
&8fg6kiaTaohGEBARAGAGEQITaNHYAROJEIESfkqHalHSTFwAn1TOTnG2+/ WEKHIennTHTG1KL
MMuDRAJ0eCQfZ/W+tf+31g0hg0SHbGupInxInGEEIRAGAGEQIIDA3XARGJEFKknEMIVHOX2QmoL
oKPcBwEFwXQRartF4BxeXT+myVEaAKDHIOAKTqASGDeFGE 9YRoJkuf IMEYhGEEMRAGAGEQJII
tuVvARoJEB2HEULZzZHz / gDORoLXpSPv0] rP1Iz8DAN0iU/ AXnHbMARCL t4WZqeMPORS2X 4d]
0s5dT1GZbgohGEBMRAGAGEQIIcuVvAROJEB2HEULZzZHz / g/ MAo 174 tL1s8UCASGEJKZCKE IV
52XURKCVHFIz5nlx/qgei]dLyp]+30J224ngBEMRAgAgBQIHVNIUANSDBgsJCACDAGGVAGED
BBYCAWECHgECF4AACOkQpldmHVvobTk+qACAErf60xLd+TpiERE61kxqrT I9hIACIABYQRE
mGFi214m/ ugCea1UeVENiQIcBBABAGAGBQIIuC5AARCIEFeTDasLhrBnOJMQAKfKcXrHe10M
+Ua4ZJZ1HWxcv3yvw4xplbTIXsIynOuQc2Gwoln9PVbVoewtt/ 597 2hnMukLVu35pV4yvaDCoo
OgezWrStGYUCESQGEY1HWQ2u0dFsdHo6gPVirelmie LCS1kpod 9hmGePZEERECam1SESE6MGy
0CU3 kv3ghXPROCoRVSkgVLRFSrp¥nrC6dEjWXBIBeANF IngtXALKT 1PJogHMEdFROultJoBL
mpZapROcv4iHJ5+X1659eZELnpRi109N1Fg] glwRQuxDBofo0pTw21FcLvnlCHOSRDoX3ZiH
EAE RN RS 88 T e IR Y AN e B YIREL Qa8 o ¥ OnT A?RONT QLwREARRYY TRITRIQDS

Public key

http://www.crypto-
book.com/key?val=48,-127,-
97,48,13,6,9,42,-122,72,-1
22,-9,13,1,1,1,5,0,3,-127,-115,0,48,-127,-
119,2,-127,-127,0,-122,-15,-85,-103,
-33,-112,-107,-36,-126,-110,96,-124,81,-
30,-54,74,9,59,4,-52,-5,63,-81,54,-40,-35,
123,15,94,-23,14,-94,112,-98,98,91,-
89,23,-110,41,-78,-49,-44,122

http:figoo.gl/b4dev7


http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1
http://www.crypto-book.com/key?val=48,-127,-97,48,13,6,9,42,-122,72,-1

Publishing your key on Facebook

Contact Info # Edit
Website http: f{goo.gl xWDLn
Email Efacebook.com

# Add Mobile Phone

http:/igoo.glib46vT »

# Add Screen Mame

# Add Address



Using a key

Fully integrated with Facebook
Send a message through crypto-book.com
Log in with Facebook

Choose friend to send to
— Automatically looks up key

Enter message

— Encrypt with friend’s public key and sent through
Facebook



Key lookup

Facebook friend: Princeton Csa A

Search results for '0x815eb3dd5d54a300' Q
Type bits/keyID cr. time exp time key expir Enter your message.

1024D/5D54300 2002-10-13

Princeton Csa

£ Snyder <ejs50@srcf.ucam.org>

sig -10-13 selfsig] —
Noam Tanner
sig _10-12 dward Allcugl <ema29Bcam.ac.uk>

e Omar A. Malik
sig =ig3 5D58893B fatcpfu Garrett <mjgSo@srcf.ucam.org>

=ig sig3 D21BE617 2003-02-22 1y Madge <oghm2@cam.ac.uk>

I I B sevsoie S erhen Bonaiiadttox ~mbnBcoTodst net ars oaaar
sig sig  5530ECT6 2003-06-1% N imon HcVitcie (p: uk) <smcv@pseudo

sig sig3 B24BEESF4 2003-06-14 jean Furey <sf308@cam.ac.uk> R

e e esnma rate
sig sig3 154B3323 2003-06-15 PR Cowans <pjc51@cam.ac.uk>

sig sig3 DED45912 2003-08-16 Paul M n <pm@debian.org> s
T one EEE e N G Naser A]Duau
sig sig AE437DE5 2003-08 1ive Jones SNivefnsict.org>

sig sig3 2FDBAT 200, (atthew Rowen <marsl@sgm uk>

nonn amm et e anc Jenny Yu

sig sig2 08=-18 tephen Stafford <ssta@pol >

sig sigs oe-18 aniel Silverstone (DOB: 198 9) <dsilvers@d:

sig sig2 -08-19 hris Boyle <cmb@debian.org> -

sig sig 08-21 Clive Jones (DH/DSS) <cliveBdgw.co BI" Welsh

Daniel Tam-Claiborne

Mnohammed Muzzv Sean Khan



Easy encryption

Facebook friend: | Andrew Jones

Enter your message:

'Bob Uger' myfile
encrypbswith key based ondame

Lae- fhome/bob Encrypt message»

encrypts with key bas

myfile* Note

myfile._gpg

mail addressles: /homebobrla -al
ther command creates encrypted file

11:25 myfile
;32 myfile_gpg

13023 Feb
5484 Feb 24 1

ob bob
L bob bob

Send a message

To ||Andrew Jones |

Message | check this out

View Crypto-book message

www. o ypto-book. com

-73,44,-45,77,101,6,35,-116,56,7,-116,-127,-105,-125,-112,-1

15,50,55 0,-12,-39,-11,10,100,115,-24,-35,47,67,-42,-24

A42,-124,78,-6,-40,11,85,-1256,19,61,104,-108,92,-39,61,-85,6

3,-57,64,23,61,95,18,41,12,-73,-40,17,113,61,-20,-3,25,93,6
,~34,-125,-77,98,-65,58,13,62,110,-44,-62,-108,95,-97,52,-...

via Crypto-Bk



Easy decryption

!IE'.-’-.' !ryp! !u:n:u! MEssage

Today

check this!!! .
E View Crypto-book message Message d|SpIaVEd tO user

fgsgfedsfefdsfdsdfsfdsfd . .
View Crypto-book message CIICk to VIEW message _

’
Message A u
E View Crypto-book message

look at this
! View Crypto-book message e




Areas for future work

Make it easier to deploy on Mac/Linux
Further testing on different environments
Signing as well as encryption

Use identity based encryption
— Have to trust IBE servers, anytrust model
— Facebook have access to your private key

Anonymity through linkable ring signatures



www.crypto-book.com

Demonstrate the app


http://www.crypto-book.com/
http://www.crypto-book.com/
http://www.crypto-book.com/

